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a b s t r a c t

This article is a position paper on the current security issues in Vehicular Ad hoc Networks (VANETs).

VANETs face many interesting research challenges in multiple areas, from privacy and anonymity to the

detection and eviction of misbehaving nodes and many others in between. Multiple solutions have been

proposed to address those issues. This paper surveys the most relevant while discussing its benefits and

drawbacks. The paper explores the newest trends in privacy, anonymity, misbehaving nodes, the

dissemination of false information and secure data aggregation, giving a perspective on how we foresee

the future of this research area.

First, the paper discusses the use of Public Key Infrastructure (PKI) (and certificates revocation),

location privacy, anonymity and group signatures for VANETs. Then, it compares several proposals to

identify and evict misbehaving and faulty nodes. Finally, the paper explores the differences between

syntactic and semantic aggregation techniques, cluster and non-cluster based with fixed and dynamic

based areas, while presenting secure as well as probabilistic aggregation schemes.

& 2011 Elsevier Ltd. All rights reserved.
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1. Introduction

With the massive deployment of wireless technologies on
motorized vehicles, automotive industries have opened a wide
variety of possibilities for drivers and their passengers. Theoreti-
cally, anything from finding out the road conditions ahead to

watching a movie through streaming is possible. Different kinds
of applications will need different requirements. As mentioned by
Reichardt et al. (2002) and Raya and Hubaux (2005a) applications
can be categorized as follows:

1. Safety related:

(a) Traffic information messages: used to disseminate traffic
conditions in a region and thus affect public safety only
indirectly—they are not time-critical.
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