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One of the most important problems of WMNSs, that is even preventing them from being used in many
sensitive applications, is the lack of security. To ensure security of WMNs, two strategies need to be
adopted: embedding security mechanisms into the network protocols, and developing efficient
intrusion detection and reaction systems. To date, many secure protocols have been proposed, but their
role of defending attacks is very limited.

We present a framework for intrusion detection in WMNs that is orthogonal to the network
protocols. It is based on a reputation system, that allows to isolate ill-behaved nodes by rating their
reputation as low, and distributed agents based on unsupervised learning algorithms (self-organizing
maps), that are able to detect deviations from the normal behavior. An additional advantage of this
approach is that it is quite independent of the attacks, and therefore it can detect and confine new,
previously unknown, attacks. Unlike previous approaches, and due to the inherent insecurity of WMN
nodes, we assume that confidentiality and integrity cannot be preserved for any single node.

Security framework

© 2010 Elsevier Ltd. All rights reserved.

1. Introduction

Wireless mesh networks (WMNs) are dynamically self-orga-
nized and self-configured, with the nodes in the network
automatically establishing an ad hoc network and maintaining
the mesh connectivity. WMNs are comprised of two types of
nodes: mesh routers and mesh clients. Other than the routing
capability for gateway/bridge functions as in a conventional
wireless router, a mesh router contains additional routing
functions to support mesh networking. Through multi-hop
communications, the same coverage can be achieved by a mesh
router with much lower transmission power.

Mesh routers have minimal mobility and form the mesh
backbone for mesh clients. Thus, although mesh clients can also
work as a router for mesh networking, the hardware platform and
software for them can be much simpler than those for mesh
routers. For example, communication protocols for mesh clients
can be light-weight, gateway or bridge functions do not exist in
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mesh clients, only a single wireless interface is needed in a mesh
client, and so on.

In addition to mesh networking among mesh routers and
mesh clients, the gateway/bridge functionality in mesh routers
enable the integration of WMNs with various other networks.
Consequently, instead of being another type of ad-hoc network-
ing, WMNs diversify the capabilities of ad-hoc networks. This
feature brings many advantages to WMNs, such as low up-front
cost, easy network maintenance, robustness, reliable service
coverage, etc.

The main characteristics of WMNs are outlined below, where
the hybrid architecture is considered for WMNSs, since it
comprises all the advantages of WMNs:

e WMNs support ad hoc networking, and have the capability of
self-forming, self-healing, and self-organization.

e WMNs are multi-hop wireless networks, but with a wireless
infrastructure/backbone provided by mesh routers.

o Mesh routers have minimal mobility and perform dedicated
routing and configuration, which significantly decreases the
load of mesh clients and other end nodes.

e Mobility of end nodes is supported easily through the wireless
infrastructure.

e Mesh routers integrate heterogeneous networks, including
both wired and wireless. Thus, multiple types of network
access exist in WMNs.
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