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Hiding sensitive association rule with lowest side effects

Atefe Ramezani, Mohammad Naderi Dehkordi, Faramarz Safi Esfahani
ABSTRACT

In recent years, the expansion and influence the data mining process in different branches, security and
privacy concerns due to exposing of sensitive and effective information from discovering hidden information
from large amount of data, have also emerged. So, privacy preserving data mining has been proposed
without disclosing sensitive data, to extract useful information. In this article, we focus on one of the most
important data mining techniques namely association rule. For this purpose, we have proposed an
algorithm for hiding sensitive association rules to spite hide sensitive association rules, on the other
hand the lowest side effects suffered on the original database. The proposed algorithm by
elimination selective item among items of consequent sensitive rule for each selective transaction
causes to decrease confidence of sensitive rules below minimum threshold and finally causes to hide
sensitive rule. We compare this algorithm with two algorithms on dense and sparse databases and the results
based on criteria have been assessed together. The results indicate that the proposed algorithm is more
efficient.
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